Career & Workplace

Job scams are rampant in the digital-first age. Here's
how to spot them.

Job seekers need to tread carefully in their search or they run the risk of falling victim to a scam.
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Job seekers need to tread carefully in their search or they run the risk of falling victim to

d ScCaml.

That's because the number of scams targeting people looking for a job is skyrocketing. In
2019, the Federal Trade Commission received about 19,600 reports of job scams, but that
number has since soared to more than 84,000 in 2023, according to FTC data crunched

by cybersecurity company Surfshark.

Often, these job scams involve a financial loss, too, with that metric growing from a
reported $60 million in 2019 to more than $250 million in 2023.

The Identity Theft Resource Center recently found job scams grew by 118% from 2022 to

2023. The center said criminals have become more effective and efficient in their attacks.

The breadth of scams and scammers is increasing, too. In 2022, LinkedIn Inc. said it
blocked about 61.2 million fake user profiles often used for impersonation and job

scams. That grew to 88.8 million in 2023.

“While these scams have taken various forms over the years, the emergence of
generative [artificial intelligence] tools like ChatGPT has allowed scammers to create
increasingly convincing text and content that is harder to detect as fraudulent,” said
Alexander Hall, trust and safety architect at Sift, an AI platform for fraud detection

and mitigation.

The term "job scam" is broad enough to cover any scheme designed to target job seekers

with the intent of stealing money or personal information.
The Playbook asked experts to identify common types of job scams. They include:

« Fake job postings: Scammers create fake job listings on legitimate job boards or
through unsolicited emails. These postings often promise high salaries for minimal
work and may require applicants to pay upfront fees for training or background
checks. This especially includes work-from-home scams, which often advertise easy,
high-paying work-from-home opportunities. Scammers may ask for personal
information or payment for starter kits or training materials.

« Phishing scams: In these scams, fraudsters send emails that appear to be from

legitimate companies, asking recipients to provide personal information or click on
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malicious links. These emails often mimic the style and branding of real companies to
appear authentic.

« Recruitment agency scams: Some scammers pose as recruitment agencies, offering to
find job placements for a fee. They may conduct fake interviews and request personal

information or payment for their services.

How to detect — and avoid — job scams

Maria-Kristina Hayden, CEO and founder of OUTFOXM, a cyber hygiene and resiliency
company, said job scams are rampant in the digital-first age. They can come via social-

media messages, emails and text messages.
Scammers prey upon job seekers' egos, too, she added.

“Recruiter” is the most impersonated job title across LinkedIn globally. Scammers know
the current job market is tough and that people are flattered when "recruiters" express
interest, Hayden said.

Mark Anthony Dyson, author of The Job Scam Report on Substack, said job scammers
use a variety of so-called “social engineering” tactics to bait their victims. They include
using information from profiles of real recruiters and hiring managers, and messaging

people directly.

Job seekers who feel desperate or anxious are less likely to research and block imposters,
Dyson said. And if scammers get enough of a victim's personal information early on, it

might be harder to see it as a scam.

“After the victim is 'hired, they are encouraged to use their accounts to pay for
equipment through a third party or just get ghosted,” Dyson said.

Dyson said there are ways to limit exposure to job scammers. For example, on LinkedIn,
people often use the “Open To Work” badge, which is visible to everyone and can draw
attention from scammers and bots. Users can instead select an option within LinkedIn’s

tools in which their openness to work is only visible to recruiters on the platform.

Also, job seekers either shouldn't put their phone number on their LinkedIn profile or

should use a third-party number like Google Voice to screen and block scammers.

How else can job seekers detect and defend against job scams?
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Always research the company, the recruiter or the hiring manager and verify the job
listing on the company's official website. Be wary of job offers that seem too good to be
true or require payment upfront.

Check spelling. Companies don't misspell their URL or email addresses and they
usually don't use Gmail or a similar service other than an authenticated email address.
Avoid any engagement involving a messaging platform. Companies will use secured
services for communication.

Never click on links or download attachments from unknown senders. Verify the
sender's email address and reach out to the company directly through their official
contact information to confirm the legitimacy of the email.

Legitimate recruitment agencies do not charge job seekers for their services. Always
research the agency, read reviews and verify their credentials before engaging with
them.

Always verify the legitimacy of a company by checking their official website, not by
clicking the link of a suspicious URL. Read reviews and look for any red flags.

Be cautious with personal information. Do not share information such as a Social
Security number or bank details until the legitimacy of the job offer has been verified.
Stick to well-known and reputable job boards and websites when searching for
opportunities.

Scammers will likely use an already-used or Al-generated profile photo. Check the
authenticity of the photo by doing a reverse photo lookup on Google.

Some scammer's profiles will have repeated comments asking people to connect with
them.

Trust your instincts. If something feels off or too good to be true, it probably is.

If you encounter a job scam, report it to the job board, the company being

impersonated and relevant authorities to help prevent others from falling victim.



